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Abstract

Detecting adversarial Al attacks has emerged as a critical issue since Al systems are becoming integral across
all industries, from healthcare to finance and even transportation. Adversarial attacks stand on the fact that there
exist weaknesses within machine learning and deep learning models, which they exploit on the grounds of their
potential to cause serious disruptions and severe threats towards the integrity of Al operational procedures. In
this light, the discussion will focus on developing robust mechanisms for detecting adversarial inputs in real-
time to ensure that Al systems remain resilient against such sophisticated threats. While adversarial Al —
software input sanitization, anomaly detection, and adversarial training — has some important foundational
work, most approaches to them suffer from generalization challenges across attack types or real-time
performance. This work will introduce novelty by extending the detection capabilities with explainable Al
(XAI) and deception mechanisms. Adversarial activities will be detected based on adversarial training in
combination with honeypots and digital twins, while keeping the process of detection transparent with XAl.
While honeypots and digital twins decoy attackers, observing their behaviors can further strengthen detection
methods. The results so-far promise tremendous improvements in the detection of adversarial attacks in high-
risk Al applications, efficacy of honeypots for the capture of malicious behavior, and XAl for enhanced
interpretability and reliability of the detection process. These techniques will enhance the robustness of Al
systems against adversarial threats. Presented research contributes significantly by providing practical tools for
cybersecurity professionals and Al practitioners against these attacks, thus offering new insights into Al for
cybersecurity. The novelty value of the paper is the innovative integration of adversarial training, XAl, and
deception techniques, which offers a combined, interpretable, and effective method toward the detection of
adversarial Al attacks on cross-industry sectors.

Keywords: Adversarial Al detection, adversarial training, deception mechanisms, explainable Al,
cybersecurity.

1. Introduction

The integration of Artificial Intelligence (Al) into critical sectors such as healthcare,
transportation, and finance has brought transformative benefits but also significant
vulnerabilities. Adversarial attacks, exploiting weaknesses in machine learning models,
threaten the reliability and security of Al systems. This paper proposes a framework
combining adversarial training, Explainable Al (XAl), and deception mechanisms to
enhance adversarial attack detection and mitigation.

1.1. Background on adversarial Al threats

Following the increased use of artificial intelligence (Al) systems and machine learning
(ML), there are also increased attempts to trick those Al systems. The techniques aiming
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to cause incorrect predictions or decisions by machine learning models are called
adversarial attacks and have as their main goal to undermine trust and security in ML
systems. Most of the time they do so using adversarial examples, which are perturbed inputs
almost undetectable by humans. Adversarial attacks can be categorized based on either the
attacker’s knowledge or attack strategies.

Based on attacker’s knowledge there are three types of attacks:

o White-box attacks, where the attacker has full knowledge of the model’s architecture,
parameters and training data. In a white-box attack the attacker uses this knowledge to
create powerful adversarial examples able to lead the model into wrong decisions with high
confidence. An example of a white-box attack is the Fast Gradient Sigh Method (FGSM)
that adds small perturbations to input images to maximize classification errors. In FGSM
the attacker utilizes the sign of the gradient of the model’s loss function to add the minimum
possible perturbations capable of changing an input’s predicted class. By using the loss
function the attack is guaranteed to move the data point towards the right direction [1]. In
[2], the authors used FGSM to check how adversarial attacks can trick detection systems
that use Al into false alarms. Their main goal is to prove that Al can be used safely to
identify potential anomalies and threats, in order to trigger the appropriate alarms in case
of an attack.

o Black-box attacks, where the attacker does not have further information of the system,
including the trained model, dataset, parameters, than a normal user, including the trained
model, dataset, parameters. Black-box attacks are usually harder to succeed than other
types of attacks because the attacker has no additional information than a normal user of
the model. Also, due to the need for many more attempts to query the model, black-box
attacks are more computationally expensive. An example of a black-box attack is the
Boundary Attack that tries to find the decision boundary of a model by iteratively adding
perturbation on an adversarial example. In this attack the attacker starts with a greatly
perturbed input that is guaranteed to be misclassified. Then he proceeds to decrease the
distance between the adversarial example and the original input until he reaches the
minimum distance that tricks the model and remains undetected by humans [3].

o Grey-box attacks, where the attacker only has part of the available knowledge of a
system, such as limited access to credentials or architecture details. These attacks combine
aspects of black-box and white-box attacks in order to effectively trick the system. They
are useful in many different cases, such as more realistic testing of defense systems when
attacked by an insider who may know the model’s architecture, but not the specific weights
used in it. An example of a grey-box attack is the Gradient Estimation Attack that tries to
approximate gradients by checking how the system responds to specific adversarial
examples. This type of attack is limited because the attacker does not know the model’s
gradient or internal weights but has access to its input and output. Using this known
information the attacker is reverse-engineering the model in order to find the missing
information of the gradient [4].

Based on attack strategies there are four types of attacks:

¢ Evasion attacks, which are attacks designed to modify inputs to evade correct detection.
An example of an evasion attack is to add undetectable by human perturbation in an image,
so a stop sign is misclassified as a speed limit sign [5]. This type of attack regarding the
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traffic signs’ example is further analyzed in [6]. In this paper the authors propose their
approach of defending against evasion attacks using an anomaly detector to find the
potential anomalies and a reconstructor to create clean images of traffic signs.

e Poisoning attacks, where the attacker injects malicious or corrupted data into the
training data sets, causing the Al model to produce inaccurate results. An example of
poisoning attack is to add malicious samples to a dataset, so the model learns biased
behaviors. For example, if a model used for animal recognition is trained with a dataset in
which an adversary has added plenty of images where cats sit in baskets, the final model
will misclassify a cat-input that does not sit in a basket [7].

o Model extraction attacks, where the attackers aim to reverse-engineer the model or steal
its functionality by querying the system. An example of this type of attack is to copy an
ML model by mimicking its behavior. In that case an attacker can provide specific input
data to a model and collect the output in order to use it as label to train a different model
that replicates the original [8].

o Inference attacks, where the attacker seeks to deduce sensitive information from the
model. An example of an inference attack is when an attacker tries to determine whether a
data point is part of the training set of the target model. In order to do this the attacker
queries the model with input and then analyzes the confidence score of the result [9].

Below Fig. 1. illustrates the categorization of adversarial attacks, highlighting their
classification based on two primary dimensions: the attacker's knowledge and the attack
strategy employed.

Types of
Adversarial Attacks

Based on

Attack Strateqy

Based on
Attacker's Knowledge
| | | |

White-Box Black-Box Grey-Box Evasion Poisoning 1 rtMc.d(-,\l Extraction Inference
Attacks Attacks Attacks Attacks Attacks ) L Attacks Attacks
/ AN

Fig. 1. Types of Adversarial Attacks

1.2. Importance of detecting adversarial Al Attacks

The increasing reliance on Artificial Intelligence (Al) across critical sectors such as
healthcare, finance, and transportation makes these systems attractive targets for
adversarial attacks [10]. These attacks exploit vulnerabilities in machine learning models,
introducing subtle manipulations that often lead to incorrect outputs. Early and robust
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detection of such threats is crucial to ensure the safety, reliability, and trustworthiness of
Al technologies, particularly in high-stakes environments.

Adversarial attacks have profound implications across multiple domains. For instance, in
autonomous systems, adversarial inputs can compromise perception models, leading to
catastrophic operational failures [11]. In security-sensitive applications like biometric
authentication [12] and surveillance [13], such attacks can bypass detection mechanisms,
enabling unauthorized access or evasion. Furthermore, adversarial attacks targeting
financial systems can result in erroneous predictions, causing significant monetary losses
[14]. Mitigating these risks requires not only detection mechanisms but also an
understanding of adversarial behaviors to anticipate and counter evolving threats.

The significance of detecting adversarial attacks extends beyond immediate risk mitigation.
It also strengthens the robustness of Al systems by exposing and addressing model
vulnerabilities, enabling the development of more resilient architectures. This capability is
vital to ensuring the secure and effective deployment of Al in increasingly complex and
adversarial environments.

1.3. Objectives of the research

This research proposes a comprehensive framework for detecting adversarial Al attacks by
combining adversarial training, Explainable Al (XAIl), and deception mechanisms. The
primary objectives include:

e Exploring advanced techniques for enhancing the detection capabilities of Al systems
against a wide range of adversarial inputs. As adversarial attacks become increasingly
sophisticated, they exploit subtle vulnerabilities in machine learning models to deceive
them into making erroneous predictions. The research will be conducted for further
developing methods that strengthen the robustness of models and their ability to generalize
across attack types.

e Ensuring real-time detection of adversarial attacks is essential in dynamic and high-
stakes environments where delays can have significant consequences, such as in
autonomous vehicles or financial trading systems. Many existing methods struggle with
real-time performance, limiting their effectiveness in dynamic environments where timely
responses are crucial. This study will explore techniques that enable swift and accurate
detection, ensuring that Al systems remain operational and secure during active threats
[15].

o Integrating Explainable Al (XAIl) techniques, such as Gradient-weighted Class
Activation Mapping (Grad-CAM) [16] and SHapley Additive exPlanations (SHAP) [17],
to provide stakeholders with clear, interpretable insights into detection outcomes. By
making the detection process transparent, these techniques will foster trust among users
and enable more informed decision-making. Additionally, the integration of explainability
ensures that the framework’s outputs are actionable, allowing cybersecurity professionals
to validate and enhance system performance effectively.

e Leveraging Deception Mechanism such as honeypots and digital twins. Honeypots
serve as a tool to lure and monitor adversaries, offering insights into their behavior and
tactics in a controlled environment [18]. Digital twins, as virtual replicas of real systems,
enable the safe simulation of adversarial scenarios without jeopardizing operational

Smart Cities International Conference (SCIC) 627



infrastructure [19]. These mechanisms will not only strengthen the framework’s ability to
anticipate and counter evolving threats but also contribute to a deeper understanding of
adversarial techniques.

The remainder of this paper is structured as follows. In Section 2, we provide a
comprehensive review of related work, covering (a) prior research in adversarial Al
detection, (b) strategies and taxonomy of adversarial attacks, (c) gaps in existing solutions,
and (d) advancements in Explainable Al (XAI) and deception mechanisms. Section 3
outlines the methodology adopted in this research, including (a) an overview of the
proposed framework, (b) the integration of XAl techniques for interpretability, (c)
approaches to adversarial Al detection, and (d) the roles of honeypots and digital twins in
proactive defense. In Section 4, we detail the proposed framework, including its integration
of adversarial training, XAl, and deception mechanisms, the conceptual model for real-
time detection, and a comparative analysis with existing frameworks to highlight its
advantages. Section 5 concludes the paper by summarizing the findings, discussing
limitations, and outlining recommendations for future research to enhance the framework
and address emerging adversarial challenges.

2. Related work

2.1. Prior research in adversarial Al detection

Adversarial attacks have emerged as a critical challenge in ensuring the robustness of
machine learning models, particularly in fields like computer vision [20], natural language
processing [21], and autonomous systems [22]. These attacks are characterized by subtle,
carefully designed perturbations to input data, often imperceptible to human observers, that
cause models to make incorrect predictions or classifications. The realization of such
vulnerabilities has catalyzed a wave of research focused on understanding, detecting, and
mitigating adversarial examples. Early investigations into these issues, such as those by
Szegedy et al. (2014), revealed that even state-of-the-art deep neural networks (DNNS)
were susceptible to targeted adversarial inputs, exposing a fundamental weakness in their
design. This revelation underscored the urgent need for effective adversarial detection
mechanisms to enhance the resilience of Al systems deployed in sensitive and high-stakes
environments [23].

Recent advancements in adversarial Al detection have significantly expanded the range of
techniques aimed at identifying and mitigating adversarial attacks across various domains.
Modern approaches have moved beyond analyzing confidence scores and uncertainty
metrics, as initially proposed by Hendrycks and Gimpel (2017), toward sophisticated
frameworks and datasets that benchmark the performance of detection methods [24]. A
notable contribution in this field is the ARIA dataset, introduced by Li et al. (2024). In their
2024 study, "The Adversarial Al-Art: Understanding, Generation, Detection, and
Benchmarking," Li et al. delve into the complexities of Al-generated imagery, particularly
focusing on adversarial scenarios. The researchers introduce the AdversaRlal Al-Art
(ARIA) dataset, comprising over 140,000 images across categories such as artworks, social
media visuals, news photographs, disaster scenes, and anime illustrations. This extensive
dataset serves as a foundation for evaluating the effectiveness of both human and automated
detection systems in distinguishing Al-generated images from authentic ones. Through
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comprehensive user studies and benchmarking of existing detection tools, the authors
highlight the current challenges in accurately identifying Al-generated content,
emphasizing the necessity for more advanced detection methodologies [25].

The development of auxiliary models or networks that operate alongside primary machine
learning models continues to be a promising direction. These systems are trained to identify
adversarial perturbations by analyzing specific features or activation patterns within the
primary model. For instance, Metzen et al. (2017) demonstrated that integrating a small
neural network into an existing model and using intermediate activations can effectively
recognize adversarial inputs [26]. More recent approaches, such as Wang et al. (2023),
introduce an innovative approach to detecting adversarial examples in deep neural
networks (DNNs). The authors propose leveraging sentiment analysis techniques to
identify adversarial perturbations by examining their progressive impact on the hidden-
layer feature maps of DNNs. They design a modular embedding layer that transforms these
feature maps into word vectors, assembling sentences suitable for sentiment analysis.
Extensive experiments demonstrate that this detector surpasses existing algorithms in
identifying recent attacks on models like ResNet and Inception, tested across datasets such
as CIFAR-10, CIFAR-100, and SVHN. Notably, the detector comprises approximately 2
million parameters and can detect adversarial examples in under 4.6 milliseconds using a
Tesla K80 GPU [27].

In the realm of text-based adversarial detection, Hu et al. (2023) introduced a novel
framework designed to enhance the detection of Al-generated text. The RADAR
framework employs adversarial training by integrating a paraphraser and a detector, where
the paraphraser generates content aimed at evading detection, and the detector iteratively
improves its ability to identify such content. This dynamic interplay enhances the detector's
robustness against paraphrased Al-generated text. Evaluations across eight large language
models, including LLaMA and Vicuna, demonstrate that RADAR significantly
outperforms existing detection methods, particularly in scenarios involving paraphrased Al
text. The study also highlights RADAR's strong transferability across different models,
underscoring its potential for broad applicability in Al-text detection [28].

Despite these developments, challenges persist. The rapid evolution of adversarial attacks,
such as mixed-prompt image-text generation, exposes vulnerabilities in existing detection
systems. For example, Diao et al. (2024) examined the susceptibility of Al-generated image
(AIGI) detectors to adversarial attacks. The authors introduce the Frequency-based Post-
train Bayesian Attack (FPBA), a novel method that applies perturbations in the frequency
domain to deceive AIGI detectors. FPBA leverages a post-training Bayesian strategy to
enhance the transferability of adversarial examples across different model architectures,
including Convolutional Neural Networks (CNNs) and Vision Transformers (ViTs).
Comprehensive experiments reveal that FPBA effectively compromises various state-of-
the-art AIGI detectors, highlighting the pressing need for more robust detection
mechanisms in the face of sophisticated adversarial threats [29].

The field of adversarial Al detection is progressing rapidly, propelled by the development
of comprehensive datasets, novel frameworks, and hybrid methodologies. The ongoing
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dynamic between adversarial attackers and defenders highlights the imperative for
sustained innovation and interdisciplinary collaboration to safeguard the security and
reliability of Al systems, particularly those deployed in critical domains.

2.2. Gaps in existing solutions

In the context of advancing cybersecurity measures, artificial intelligence (Al) has emerged
as a pivotal tool in addressing contemporary challenges, including the detection of
advanced threats and mitigation of complex cyberattacks. As highlighted in the study Al &
Cybersecurity, Al technologies facilitate rapid anomaly detection, automate incident
response processes, and enable the development of proactive systems that significantly
reduce reaction times to emerging threats. These advancements underline the importance
of integrating Al-driven methodologies into adversarial defense frameworks to enhance
robustness and adaptability in real-world scenarios [30].

A recent study highlights how the rapid digitization of institutions, accelerated by events
like the COVID-19 pandemic, has exposed significant vulnerabilities in data security
frameworks. This transition, often implemented without rigorous testing, has led to
increased exposure to cyberattacks exploiting human error and weak digital infrastructures.
The work of Popa (2024) particularly underscores the dual-edged role of Al in these
scenarios, where attackers increasingly use Al to craft sophisticated, targeted attacks, such
as phishing and malware, while defenders struggle to adapt security measures to this
evolving threat landscape. Addressing these gaps requires a concerted effort to integrate
Al-driven defense mechanisms, emphasizing proactive measures like risk assessment, data
encryption, and two-factor authentication, as highlighted in the study. These challenges
illustrate the urgent need for comprehensive, adaptive solutions to safeguard critical data
systems in an increasingly digitized world [31].

Despite the significant progress in adversarial defense mechanisms, numerous critical gaps
persist, limiting the robustness and reliability of machine learning models in adversarial
settings. Addressing these gaps is essential for the secure and effective deployment of Al
systems in real-world applications.

Many existing defense strategies are tailored to specific adversarial attacks, resulting in
limited effectiveness against novel or slightly modified attack methods. This specificity
fosters a reactive cycle, wherein defense mechanisms lag behind the rapidly evolving
tactics of adversaries, leaving Al systems vulnerable to unforeseen threats [32].

Adversarial examples crafted to deceive a particular model often succeed against other
models, even those with different architectures or training data—a phenomenon known as
transferability. This issue is particularly problematic in black-box attack scenarios, where
attackers have limited knowledge of the target model. The transferability of adversarial
examples enables attackers to exploit vulnerabilities across multiple models, thereby
diminishing the effectiveness of defenses that focus solely on direct attack prevention [33].

Enhancing a model's resilience to adversarial attacks often incurs increased computational
complexity and reduced accuracy on benign inputs. This trade-off poses significant
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challenges, especially for resource-constrained applications that demand both high
performance and robust defenses. Achieving an optimal balance between robustness and
performance remains an unresolved issue in adversarial defense [34].

Adversaries continually develop innovative methods, such as employing generative models
to craft more sophisticated adversarial examples. This dynamic landscape necessitates
proactive defense mechanisms capable of addressing current threats while anticipating and
adapting to future attack strategies. The evolving nature of adversarial tactics complicates
the development of static defense solutions [35].

Many proposed defense solutions are evaluated under controlled, theoretical conditions that
do not adequately reflect the complexities of real-world environments, including
environmental noise, sensor imperfections, or hardware constraints. This disparity can lead
to overestimated defense performance and unprepared systems in operational contexts,
highlighting the need for defenses that are effective in practical applications [36].

Numerous adversarial defenses function as "black-box" solutions, obscuring their decision-
making processes. This opacity hinders the identification of potential weaknesses and
impedes the development of more robust and explainable solutions. Improving the
interpretability and transparency of defense mechanisms is crucial for building trust and
facilitating the advancement of effective defenses [32].

The presence of bias in artificial intelligence systems remains a significant challenge in
ensuring fairness and equity across diverse applications. As highlighted by Boce (2022),
biases, such as racial and gender biases, are often embedded in machine learning algorithms
through the training data or modeling techniques used. These biases can lead to unfair
outcomes, such as disproportionate risk assessments or discriminatory decisions in areas
like criminal justice and hiring practices. Addressing such biases is crucial for developing
equitable Al systems. Boce’s analysis emphasizes the importance of strategies such as pre-
processing data, implementing counterfactual fairness methods, and using decoupled
classifiers to mitigate discrepancies and enhance fairness in Al decision-making [37].

The lack of universally accepted protocols for assessing defense strategies hampers
objective comparison and measurement of progress in the field. This absence of
standardization impedes the development of effective, broadly applicable adversarial
defenses, underscoring the necessity for establishing standardized evaluation frameworks
[20].

To address these challenges, future research must focus on developing generalized and
proactive defense mechanisms, enhancing the interpretability of models, and establishing
standardized evaluation protocols. These efforts are critical to bolstering the robustness,
reliability, and real-world applicability of Al systems in the face of sophisticated
adversarial threats.

Smart Cities International Conference (SCIC) 631



2.3. Advancements in explainable Al and deception mechanisms

In the rapidly evolving landscape of Al and cybersecurity, Waizel (2024) provides a
comprehensive examination of the interplay between Al-driven cyberattacks and
corresponding Al-based defensive measures. The article underscores the sophistication of
Al-enabled offensive strategies, such as machine learning-based malware and Al-generated
phishing schemes, and juxtaposes these with state-of-the-art defensive mechanisms,
including anomaly detection and automated threat responses. This nuanced analysis reveals
significant gaps in the current defensive capabilities, emphasizing the urgent need for
adaptive and anticipatory security frameworks. These insights align with the objectives of
this study, which seeks to integrate advanced techniques like deception mechanisms and
Explainable Al to bridge the existing disparities in Al cybersecurity dynamics [38].

Recent advancements in Explainable Al (XAI) have significantly transformed adversarial
detection by providing transparency in decision-making processes. Techniques such as
Local Interpretable Model-agnostic Explanations (LIME) [39] and SHapley Additive
exPlanations (SHAP) [40] have made it possible to understand the influence of specific
input features on model outputs, offering valuable insights into adversarial manipulations.
For instance, Grad-CAM (Gradient-weighted Class Activation Mapping) [41] visualizes
the regions of input data that drive model predictions, enabling researchers to identify
anomalies introduced by adversarial attacks.

These advancements have been instrumental in addressing the "black-box" nature of
machine learning models, particularly in adversarial contexts. However, challenges remain,
including the computational demands of XAl methods, which can hinder their scalability
in real-time applications, and the vulnerability of XAl tools to adversarial attacks targeting
interpretability frameworks. Research is increasingly focusing on developing lightweight,
adversary-resilient XAl methods that balance interpretability with efficiency, ensuring
their applicability in operational systems [42].

Parallel to advancements in XAl, deception mechanisms such as honeypots and digital
twins have emerged as proactive strategies in adversarial detection. Honeypots, adapted
from traditional cybersecurity applications, act as decoy environments designed to attract
and engage adversaries. These systems collect data on adversarial behaviors and attack
methodologies, offering critical insights into how adversarial examples are generated and
deployed [43]. Recent innovations in dynamic honeypots, which evolve in response to
adversarial activity, have enhanced their efficacy in capturing real-time attack patterns
while minimizing the risk to operational systems [44].

Digital twins provide a complementary approach by creating virtual replicas of real-world
systems that can simulate adversarial scenarios in a controlled and risk-free environment.
These simulations allow researchers to evaluate the impact of adversarial attacks and to test
the robustness of detection and defense mechanisms without compromising live systems
[45]. Recent advancements in digital twin technology include the integration of real-time
data and predictive analytics, enabling more accurate modeling of adversarial behaviors
and adaptive responses [46]. By incorporating digital twins into adversarial detection
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frameworks, organizations can proactively identify vulnerabilities and refine defense
strategies before adversaries exploit them.

Despite the progress in XAl and deception mechanisms, significant challenges remain. XAl
methods often require computationally intensive processes, limiting their applicability in
real-time detection systems. Additionally, the design of effective honeypots and digital
twins must carefully balance the collection of adversarial data with the risk of inadvertently
providing adversaries with information that could aid future attacks. Addressing these
challenges requires continued innovation in algorithmic efficiency, system integration, and
adversary-aware design principles.

3. Methodology

3.1. Framework overview

The proposed framework for adversarial Al detection is designed to address critical
challenges in safeguarding Al systems from adversarial attacks. By integrating multiple
advanced techniques, the framework aims to enhance robustness, interpretability, and
adaptability in high-stakes environments such as healthcare, finance, and autonomous
systems. The framework comprises three primary components: detection, explanation, and
response, which work in unison to identify, interpret, and mitigate adversarial threats
effectively.

At the core of the proposed framework is a detection module that will leverage adversarial
training and anomaly detection techniques to identify malicious inputs. The envisioned
module plans to combine statistical anomaly detection with adversarially robust neural
network architectures. Adversarial training will aim to improve the model's ability to
generalize across diverse attack types by exposing it to adversarial examples during the
training phase. Simultaneously, an anomaly detection layer is intended to evaluate input
features for irregularities, flagging data that deviates from normal distributions. This dual-
layer approach is expected to provide a comprehensive and reliable detection mechanism.

To address the "black-box" nature of Al systems, the framework will integrate an
explainability module powered by Explainable Al (XAl) techniques [47]. This module is
designed to provide transparent and interpretable insights into the detection process by
highlighting input features that contribute to model predictions. Methods such as Gradient-
weighted Class Activation Mapping (Grad-CAM), SHapley Additive exPlanations
(SHAP), and Local Interpretable Model-agnostic Explanations (LIME) are expected to be
employed to generate visual and textual explanations. These explanations aim to enable
stakeholders, including cybersecurity experts and system operators, to understand the
nature of adversarial attacks and validate detection outcomes.

Beyond detection and interpretation, the framework will include a decision and response
module designed to mitigate detected threats. This module is conceptualized to use game-
theoretic approaches and adaptive defense strategies to recommend optimal
countermeasures. Depending on the threat's nature and severity, the module could suggest
actions such as input rejection, reclassification, or reconfiguration of system parameters.
By balancing automated responses with actionable insights for human operators, the
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envisioned module aims to enable swift and effective responses to adversarial attacks while
maintaining operational continuity.

The proposed framework is designed to operate as a unified system where the detection
module identifies potential threats, the explainability module interprets and validates
detection outcomes, and the decision and response module implements or recommends
appropriate countermeasures. Each component is intended to function autonomously while
integrating seamlessly into a cohesive workflow. This integration is expected to ensure that
adversarial activities are not only detected but also understood and addressed in a timely
and effective manner.

3.2. Explainable Al (XAl) integration

Explainable Al (XAl) plays a crucial role in the proposed framework by addressing the
opacity often associated with machine learning models, particularly in adversarial detection
contexts. By integrating XAl techniques, the framework aims to make the detection process
transparent and interpretable, enabling stakeholders to better understand how decisions are
made and how adversarial attacks affect model behavior. By employing tools such as SHAP
and Grad-CAM, the framework provides interpretable visualizations and explanations that
make it possible to understand how adversarial inputs influence model decisions. For
example, Grad-CAM highlights regions of input data affected by adversarial perturbations,
allowing stakeholders to identify the pathways through which attacks exploit model
vulnerabilities [48].

To deepen the understanding of adversarial attacks, the framework will integrate
counterfactual analysis as part of the XAl module. Counterfactual explanations identify
minimal changes to inputs that would alter model predictions, offering a clear view of how
adversarial manipulations deviate from normal decision boundaries. This approach not only
aids in detecting adversarial examples but also helps refine the boundaries of the detection
framework, making it more resilient to new attack strategies.

Adversarial attacks can also target the interpretability of detection systems, attempting to
obscure malicious behavior by manipulating explanation outputs. To address this, the
framework proposes to develop adversary-resilient XAl techniques. These methods will
include noise-resistant feature attribution and perturbation-aware explanations, ensuring
that the interpretability module remains reliable even under adversarial conditions.

The XAI integration will also emphasize usability by providing interactive visualization
tools for cybersecurity professionals and system operators. These tools will offer clear
visual overlays, sensitivity maps, and anomaly detection metrics, enabling users to explore
adversarial activities and validate detection outcomes. The interactive nature of these tools
will facilitate informed decision-making and collaborative analysis in real-world scenarios.

By incorporating XAl into the proposed framework, this research aims to bridge the gap
between technical robustness and operational usability in adversarial detection.
Explainability will enhance trust in Al systems, enable stakeholders to validate and act on
detection outcomes, and provide insights that can guide the iterative improvement of
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detection mechanisms. The integration of XAl represents a critical step toward creating
transparent, reliable, and secure Al systems capable of addressing the complexities of
adversarial attacks.

3.3. Adversarial Al detection

Adversarial Al involves intentionally altering inputs to take advantage of weaknesses in
ML models, typically aiming to confuse or undermine these systems. This method usually
entails introducing slight, barely noticeable changes to input data—Ilike tweaking an image
or making minor adjustments to text—leading Al models to generate inaccurate results
[49]. For instance, an image classifier could confuse a slightly modified stop sign with a
speed limit sign, which could result in serious consequences for autonomous driving
systems. The stakes are significant in areas such as cybersecurity, fraud detection, medical
diagnosis, and autonomous systems, where the precision and dependability of Al are
crucial. The Adversarial Al Detection tool aims to tackle these challenges by recognizing
altered inputs, protecting Al systems, and reducing risks linked to adversarial attacks [50],
thereby fostering trust and resilience in their functioning.

The Adversarial Al Detection tool uses a comprehensive strategy, blending sophisticated
ML methods with specialized knowledge from the field. At first, it employs statistical and
ML techniques to examine input data for any unusual patterns. For instance, it can examine
aspects like unusual pixel distributions, noise patterns, or semantic inconsistencies to
identify possible adversarial interference. Furthermore, the tool includes adversarial
training, an approach where the Al model encounters challenging examples throughout its
training process [51]. By recognizing these manipulations, the model builds a greater
resilience to attacks in real-world situations. Additionally, the tool utilizes methods to
monitor how particular input features affect model predictions. These methods assist in
identifying inconsistencies [52] that could indicate potential tampering [53], offering a
clear and understandable framework for both operators and developers.

To develop the Adversarial Al detection tool, it is needed to integrate it with existing Al
systems. This integration aims to enhance security and minimize interruptions at the same
time. Such a tool will operate in real time to accomplish essential tasks, including but not
limited to detecting malicious activities (e.g., in financial transactions) or overseeing inputs
(e.g., in autonomous systems) swiftly identifying and correcting any potentially malicious
inputs [54]. These activities are carried out to meet the needs of the Al-based system. In
situations where time is not a pressing concern, it operates in batch processing to review
data from the past, guaranteeing a comprehensive analysis. The tool is fundamentally
structured for life-long enhancement. Input from recognized adversarial ML is integrated
into the model's learning process, enhancing its ability to recognize new attack methods
[55]. The system draws on insights from wider networks, keeping itself informed about
new tactics used by adversaries. The tool, along with regular testing against new adversarial
examples, guarantees lasting strength, adapting as it faces increasingly complex threats.

3.4. Role of honeypots and digital twins
Honeypots are cybersecurity tools that decoy a real system without exposing real software
systems behind with the intention of disguising an attackable point with the final goal of
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deriving insights of potential hackers. The ultimate goal of honeypots is multi-dimensional,
ranging from generating statistics to allowing the creation of counter-measures or specific
policies [56] that will enhance the cyber-protection of (critical, or not) systems. They also
serve the purpose of acting as early alarms to prevent the system administrators and to
increase awareness of the vulnerabilities sought by broad attackers. Honeypots can increase
an infrastructure’s security as they: a) consume the attacker's resources and b) record and
analyse the attacker's actions [57].

The use of deception technology, particularly modern honeypots, has proven effective in
mitigating cyber threats in smart city infrastructures. Waizel (2022) highlights the utility
of honeypots in providing early detection capabilities against Advanced Persistent Threats
(APTs) and ransomware attacks. By leveraging deception technology, security teams can
bait attackers, delay their actions, and gather critical intelligence on attack methodologies.
The proposed modern honeypot triangle model integrates high-interaction decoys and
dynamic lures, offering robust protection for critical systems while enabling proactive
threat remediation. These insights emphasize the strategic role of deception mechanisms in
enhancing the resilience of smart city systems against sophisticated cyber threats [58].

Honeypots have appeared in the literature since late 2000s [59, 60], where their nature and
growing interest were already discussed. Since then, several studies emanate a potential
characterization of those, mostly from the viewpoint of coverage depth [61, 62, 63].

e Low-Interaction Honeypot: Disguising endpoints that will allow little penetration by
an attacker. Building on sniffing, packet analysis and basic inspection, these collect
information such as attacker origin, frequency and gauging which types of attacks are more
prone to be used [64].

e Mid-Interaction Honeypots: More sophisticated systems that allow a certain degree of
interaction, aiming at providing an impression of partial success to the attackers. However,
they are not equipped with depth, and are limited to the different basic characteristics of
specific underlying disguised services (e.g., network [65], remote log via SSH [66]...), per
type of attacks (DoS [67], ransomware [68], SQL injection [69]) or per target deployments
(e.g., loT-networks [67], cyber-physical systems [70]...).

¢ High-Interaction Honeypots: Fully-functional systems that may act as replicas (or
Digital Twins - see later) of a real underlying infrastructure, oriented to gather advanced
information about attackers, such as behaviour or trends [71]. Latest research on this type
of honeypots builds on Al and is providing very promising results [72, 73, 74].

In the environment of interest, several open source honeypots are proposed to take part.
Specific tools such as cowrie [75], Kippo [76], dionaea [77], YAKSA [78] or T-POT [79]
are already being integrated. As per the on-going implementation, the design consists of
including such elements on-demand adjusted to user requirements.

In the designed framework, monitoring and sniffing tools as well as high-interaction
honeypots will collect adversarial activity over so-called virtual objects (that are a virtual
representation of a real asset of company existing in its ICT systems), Big data
management, data harmonization and data correlation can be utilised in the form of
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honeypots to extract knowledge from adversarial activity in the “deceptive” simulated
environment to enhance the detection and response capabilities of the “real” system.

The role of such compacted provision is to imitate the whole organization (e.g.,
infrastructure, systems, employees, etc.) in order to trick adversaries and collect the
information generated by the attacks. The attacking entities are led to believe that they are
attempting to compromise the actual infrastructure and not a simulated environment. This
is particularly true when honeypot data are correlated on a SIEM tool, minimizing threat
analyst efforts. For the former case, the use of game theoretic strategies [80] enable
honeypots to efficiently deceive and delay potential attackers.

As a matter of fact, the combination of honeypots with other cyber-security resources has
proven usual in the literature in the past few years. High-interaction honeypots have been
paired in the past with artificially created personas (virtual personas) to become a better
decoy [81].

One of the mechanisms utilized in the design framework is, precisely, the combination of
honeypots with Digital Twins. Digital Twins are real-time, digital replicas of physical
objects, systems, and processes. They are designed to mirror the functions and operations
of their real-world counterparts, with continuous updates from sensors or other data sources
(e.g., network traffic) to accurately reflect the evolving state and behavior of the physical
entity. Digital Twins are continuously updated with real-time data, enabling faster market
entry, cost savings, and risk reduction. Used for products, machinery, or entire business
ecosystems, it offers insights into past performance, optimizes current operations, and
predicts future outcomes. Digital twins are unique to their physical counterparts, simulate
behavior with high fidelity, and update in real-time (potentially using loT sensors, probes,
or other communication technologies). They enable physical-digital convergence by
mirroring changes between the twin and its counterpart.

In the context of cybersecurity, Digital Twins are widely used, as depicted in the thorough
literature review by Pokhrel, Katta, and Colomo-Palacios [82]. Digital Twins are used, for
instance, to replicate firewall features, prevent incidents, replicate attack generators (or
simulate attacks), to create training playgrounds for companies without facing any risks,
for penetration testing or for assessment of vulnerabilities, among others.

Digital Twins have recently seen a great advancement and they have been applied in several
domains, such as loT, 5G, healthcare, automotive, etc [83]. However, the combination of
Digital Twins with cybersecurity tools, such as honeypots has not been thoroughly studied
yet [84].

In this work, authors propose a scenario where events are thrown into a Digital Twin replica
of complex systems, and information must be extracted. Events range from legit requests
to diverse types of cyberattacks such as Denial of Service, privilege escalation or SQL
injection. Also, digging deep into the greenfield of adversarial Al attacks, the honeypot and
Digital Twin will be exposed to synthetically-generated data poisoning, evasion and
transfer attacks. All the previous is being tested on different business cases that aim at
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representing the heterogeneity of entities that are targeted by mentioned attacks (for
example, industrial SMEs handling robotic arms, technological SMEs offering digital
services, health companies...). Events will be registered and handled by network
monitoring mechanisms embedded within the honeypots. The honeypots will be, in turn,
disguising functionalities and services building on top surreal systems. Indeed, Digital
Twins will lie behind, ultimately protecting real systems while allowing accurate
traceability and study. Such honeypots will diversify the response to the generated attacks,
and, after a proper connection to security analytics module that will report all gathered
knowledge into the Adversarial Al engine discussed in previous sections.

Remarkably, in the proposed framework (see later), authors go beyond the state of the art
by investigating the combination of intelligent deception technologies such as high
interaction honeypots, digital twins, and virtual personas to create a novel high-interaction
deception layer that will deceive attackers by posing as an easy (i.e., vulnerable) target.
Thus, the usage in the same environment of honeypots (such as based on T-POT) with
Digital Twins of full-fledged IT systems (for instance, a company hosting cloud services,
a Wordpress website, a mail server and a remote connection service) will provide a
thorough and realistic representation of the organization environment that not only will
conceal their presence from fingerprinting attacks, but also it will allow the collection of
rich data of adversarial activity, which can be ingested by Al-powered modules improving
the company’s resilience to Adversarial Al attacks.

Fig. 2 illustrates the architecture of the deception layer within the proposed framework,
designed to engage, analyze, and respond to adversarial threats.

Deception Layer

[Legit Requests, Cyber
attacks (DOS, Priviege
Escalation)

J ]«
Al attacks (Poisoning
Network Monitoring Mechanism Altacks, Evasion Attacks,

Transfer Attacks))

[ High Interaction Honeypot

Advanced High Interaction Honeypot

Digital vitual % Replles
Twins @ Personas l. Raw Cyber Incidents data

Security Analytics

Attacks 1 Asséts
Adversarial Al Engine Module

Fig. 2. Deception Layer.

In addition, framework’s deception layer will accommodate novel Al-based deception and
monitoring tools (including time regression, reinforcement learning, among others) aiming
at the deception of the attacker and the extraction of knowledge to empower organisations
with the ability to predict and respond to future cyberattacks. These blocks, and the whole
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architecture, are being designed to align with the required Digital Twin Platform Stack [85]
defined by the Digital Twin Consortium.

4. Proposed framework

4.1. Integration of adversarial training, XAl, and deception mechanisms

The proposed framework integrates adversarial training, Explainable Al (XAl), and
deception mechanisms into a cohesive system to address the limitations of existing
adversarial detection methods. This integration is designed to enhance the robustness,
interpretability, and adaptability of Al systems operating in adversarial environments. Each
component of the framework contributes a unique capability, ensuring a comprehensive
approach to adversarial detection and mitigation.

Adversarial training forms the foundation of the framework by strengthening model
robustness against adversarial examples. This process involves exposing the model to
crafted adversarial inputs during the training phase, allowing it to learn patterns that
differentiate normal data from malicious perturbations. The training procedure includes
diverse attack scenarios, ensuring the model’s generalization across various attack types.
By iteratively refining the model with adversarial examples, the system becomes more
resilient to evasion tactics commonly used in adversarial attacks. However, adversarial
training alone can be computationally expensive and may not generalize well to unknown
attack vectors, necessitating the integration of complementary techniques.

To address the interpretability gap in traditional adversarial detection systems, the
framework incorporates XAl techniques that provide transparent and actionable insights
into detection outcomes. The use of tools such as Grad-CAM, SHAP, and LIME allows for
the decomposition of model predictions into human-understandable explanations. These
methods highlight the features that influence model decisions, making it possible to identify
the specific pathways through which adversarial perturbations manipulate model behavior.

Deception mechanisms, including honeypots and digital twins, complement adversarial
training and XAl by providing proactive defense strategies. Honeypots are strategically
deployed decoy systems designed to imitate real-world infrastructure, luring attackers into
a simulated environment while safeguarding actual systems. By attracting adversaries,
honeypots gather detailed insights into attack vectors, behavior, and methodologies. This
data is instrumental for refining detection algorithms and devising countermeasures. In the
proposed framework, high-interaction honeypots, capable of simulating fully functional
systems, play a pivotal role. These honeypots act as replicas of operational IT
environments, mimicking services and interfaces to convincingly deceive attackers.
Moreover, they consume the attacker’s resources, delay progression, and increase the
likelihood of detection. Digital twins provide a complementary layer of deception by
replicating physical systems, networks, or processes in real-time digital simulations. Unlike
honeypots, which primarily serve as traps, digital twins enable the safe simulation of
adversarial scenarios, allowing the framework to test and refine its defenses without
compromising operational systems. The proposed framework employs digital twins to
mirror complex organizational infrastructures, such as cloud services, 10T systems, and
industrial control environments. These replicas continuously update based on real-time
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data, ensuring they remain accurate representations of their physical counterparts. In the
adversarial Al context, digital twins are exposed to synthetic attacks to analyze their
impacts and refine detection strategies. This simulation environment enables the
framework to diversify its responses to adversarial behaviors, enhancing its adaptability to
evolving threats. Additionally, the integration of digital twins with Al-powered analytics
modules ensures that insights derived from simulated attacks contribute to improving the
framework’s overall resilience. The synergy between honeypots and digital twins creates a
robust deception layer within the framework. While honeypots actively engage adversaries
and collect detailed behavioral data, digital twins provide a controlled environment for
testing and refining defensive strategies. Together, they form a comprehensive mechanism
that not only deceives and delays attackers but also generates actionable intelligence to
strengthen Al-powered adversarial defenses. The proposed framework advances the state
of the art by integrating these technologies into a unified deception layer. By combining
high-interaction honeypots with real-time digital twins and virtual personas, the framework
creates a realistic, high-fidelity environment that convincingly mimics operational systems.

The integration of these components ensures that the proposed framework is not only robust
against adversarial attacks but also interpretable and adaptive to evolving threats.
Adversarial training strengthens the model’s foundational resilience, while XAl techniques
ensure that detection processes remain transparent and actionable. Deception mechanisms
offer a proactive approach to understanding and mitigating adversarial activities, making
the framework adaptable to a wide range of application domains and attack scenarios. This
multifaceted integration represents a significant advancement in adversarial Al detection,
bridging critical gaps in current methodologies and paving the way for secure and reliable
Al systems.

4.2. Conceptual model for real-time detection

The proposed framework includes a conceptual model for real-time detection, designed to
ensure timely identification and mitigation of adversarial threats. Real-time detection is
critical for Al systems operating in dynamic and high-stakes environments, where delays
in recognizing adversarial attacks can lead to significant disruptions or harm. The model
combines lightweight anomaly detection techniques, adaptive response mechanisms, and
Explainable Al (XAl) tools to achieve both speed and accuracy in detection.

At the core of the conceptual model is a lightweight anomaly detection pipeline that
evaluates input data for deviations from expected patterns. This pipeline incorporates both
statistical methods and neural network-based approaches to flag inputs that exhibit
characteristics associated with adversarial perturbations. The use of lightweight techniques
ensures that the detection process imposes minimal computational overhead, allowing the
system to maintain real-time performance without compromising its ability to identify
diverse attack types. To further enhance reliability, the anomaly detection module
integrates with adversarially trained neural networks, which are preconditioned to resist
common adversarial tactics.

A key component of the real-time detection model is the adaptive thresholding mechanism,
which dynamically adjusts sensitivity based on the nature of incoming data and the
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operational context. This adaptive approach reduces the likelihood of false positives,
ensuring that only genuine threats are flagged for further action. By tailoring detection
thresholds to the system’s environment, the model remains both efficient and accurate
across a variety of use cases, including autonomous systems, financial applications, and
healthcare diagnostics.

To support real-time decision-making, the model incorporates Explainable Al techniques
that generate interpretable insights into detection outcomes. Gradient-based methods such
as Grad-CAM are employed to provide visual explanations, highlighting regions of the
input data most affected by adversarial perturbations. These explanations are generated in
near real-time, enabling operators to understand the nature of the threat and validate the
system’s response. By making detection processes transparent, the XAI component builds
trust and facilitates collaboration between automated systems and human operators.

The real-time detection model also integrates seamlessly with the framework’s decision
and response module, which leverages game-theoretic approaches to recommend optimal
countermeasures. Upon detecting a threat, the module assesses the severity and context of
the attack to suggest actions such as input rejection, reclassification, or reconfiguration of
system parameters. This integration ensures that responses are both swift and contextually
appropriate, minimizing the impact of adversarial activities while maintaining operational
continuity.

The conceptual model emphasizes scalability and adaptability, making it suitable for
deployment across a wide range of domains. Its modular design allows for the inclusion of
domain-specific optimizations, such as incorporating additional detection techniques for
specific types of adversarial attacks. Furthermore, the lightweight nature of the detection
pipeline ensures that the model can operate effectively in resource-constrained
environments without sacrificing performance.

4.3. Comparative analysis with existing frameworks

In recent years, the field of adversarial Al detection has seen significant advancements,
with various frameworks proposed to enhance the robustness and security of Al systems.
A comprehensive review published in the Journal of Big Data in August 2024 analyzed
over sixty recent studies on Al-driven detection and prevention of cyber-attacks,
highlighting the rapid increase in the number and sophistication of such attacks and
stressing the importance of developing effective detection and prevention strategies to
mitigate potential damages.

Despite these advancements, existing frameworks often face challenges in scalability,
particularly when dealing with high-dimensional or multi-modal data. For example,
frameworks optimized for image data may struggle to handle text or combined image-text
inputs effectively. The proposed framework is designed with scalability in mind,
incorporating modular components that can be customized for specific domains. Multi-
modal XAl techniques allow the framework to adapt to complex data types, while the
lightweight nature of the detection pipeline ensures scalability in resource-constrained
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environments. This adaptability makes the framework suitable for deployment across
diverse applications, from autonomous systems to financial fraud detection.

Few existing frameworks prioritize real-time detection, often sacrificing speed for accuracy
or robustness. This trade-off limits their applicability in time-sensitive environments, such
as autonomous vehicles or financial trading systems. The proposed framework incorporates
lightweight anomaly detection techniques and efficient XAl methods to ensure real-time
performance. Features such as adaptive thresholding and low-latency explainability enable
the system to operate effectively under dynamic conditions, delivering timely and accurate
detection outcomes without significant computational overhead.

Another area where the proposed framework differentiates itself is the integration of
deception mechanisms. These mechanisms are relatively underexplored in existing
frameworks but offer significant potential for proactive defense. Honeypots provide
valuable data on adversarial behaviors by engaging attackers in decoy environments, while
digital twins simulate adversarial scenarios in a controlled setting, enabling the refinement
of detection strategies. By incorporating these components, the proposed framework not
only enhances its robustness but also anticipates and mitigates emerging threats.

The proposed framework surpasses existing approaches by offering a holistic solution that
combines robustness, interpretability, scalability, and real-time performance. Its integration
of deception mechanisms and advanced XAl techniques ensures a proactive and transparent
approach to adversarial detection, addressing key limitations in current methodologies. By
bridging these gaps, the framework aims to set a new standard for adversarial Al detection
systems, enabling secure and reliable operation in high-stakes environments.

5. Conclusion and future directions

5.1. Summary of findings

This study introduced a novel framework for detecting and mitigating adversarial Al
attacks by integrating adversarial training, Explainable Al (XAI), and deception
mechanisms. The proposed framework addresses key challenges in adversarial detection,
including enhancing robustness, improving real-time detection capabilities, and ensuring
transparency through explainable methodologies. The use of deception mechanisms, such
as honeypots and digital twins, adds a proactive layer to detect and understand adversarial
behaviors. By combining these elements, the framework demonstrates potential to advance
the resilience and adaptability of Al systems across diverse high-stakes applications.

The findings emphasize that integrating these components creates a more comprehensive
and dynamic defense strategy. Adversarial training enhances model robustness against
diverse attack types, XAl ensures interpretability and trust, and deception mechanisms
contribute to proactive monitoring and threat analysis. Collectively, these techniques
advance the state of the art in adversarial Al defense by bridging critical gaps identified in
existing solutions.
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5.2. Recommendations for future research

While the proposed framework demonstrates significant advancements, this research has
focused on conceptual development, with implementation planned as the next phase. Future
exploration is needed to refine and operationalize the framework, addressing several key
areas to enhance its adaptability, scalability, and practical application. A critical direction
involves improving the framework's dynamic adaptation capabilities to address the
evolving nature of adversarial techniques. Threats leveraging generative Al or hybrid attack
strategies continue to pose sophisticated challenges, and ensuring the framework’s
effectiveness will require further research into proactive and anticipatory detection
methods.

Expanding testing to include large-scale, real-world environments will be vital for
validating the framework's scalability and performance under diverse operational
conditions. Real-world deployments often introduce complexities, such as environmental
variability and domain-specific constraints, which cannot be fully captured in controlled
experimental setups. Future research should focus on bridging this gap by simulating or
deploying the framework in practical scenarios across domains like healthcare, finance,
and transportation. Additionally, collaboration with industry stakeholders to establish
standardized benchmarks and evaluation protocols will facilitate consistent comparison and
provide a clear measure of progress in adversarial defense research.

Another area requiring further exploration is the development of lightweight Explainable
Al (XAIl) methods that prioritize computational efficiency without sacrificing
interpretability. Current XAl techniques, while powerful, often impose significant
computational demands, limiting their applicability in resource-constrained settings such
as edge devices or real-time systems. Research should aim to optimize these methods for
broader adoption, ensuring transparency while maintaining the performance required for
operational systems.

By building upon the insights gained from this research, future work can contribute
significantly to advancing the field of adversarial Al defense, ensuring secure and resilient
Al systems in increasingly complex and adversarial environments.
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