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Abstract

Objectives: This paper aims to identify and analyze the most significant challenges and opportunities of the
educational processes in smart cities, from both the perspective of providers and beneficiaries. Prior work:
Currently, there is an increased interest in achieving results in a very short time, a trend that also affects the
knowledge acquisition and delivery. This has led to the emergence of numerous platforms offering courses in
various fields, often with exaggerated promises. On the other hand, traditional education systems are generally
more rigid, requiring long-term effort and determination. The highly dynamic life in smart cities, along with
social, technological, and economic changes, has created new individual expectations and a constant need for
adaptation. Naturally, these changes are also reflected in the educational process. Approach: Based on existing
literature, this paper aims to identify and propose solutions for solving these challenges and exploiting the
opportunities, focusing on integrating the latest and most efficient technologies, but only to the extent that they
bring real benefits to the citizens of smart cities. Results: As a result, there are numerous challenges for
institutions and organizations that provide education in a formal setting, requiring continuous adaptation to
meet the expectations of both beneficiaries and the market (curriculum, teaching style, interaction methods,
etc.). Implications: The numerous and diverse technologies used in smart cities need to be understood and
utilized effectively to contribute to the goal of a better quality of life for citizens, in a cleaner and safer
environment. This requires educational adaptation by providers to meet beneficiary and market expectations.
Value: The value lies in the paper's focus on integrating the latest and most efficient technologies, but only to
the extent that they bring real benefits to the citizens of smart cities.
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1. Introduction

The concept of the smart city has achieved great success over the past decades, being
widely adopted by urban communities worldwide. It has become a milestone and a
significant brand [1]. The evolution of smart cities has been made possible primarily by
innovations in the field of information and communication technologies (ICT), with a focus
on their efficient and sustainable application to enhance the well-being of citizens and
support environmental sustainability. Smart cities, however, represent the outcome of a
collective effort involving local governments, businesses, and citizens, emerging as a
natural consequence of technological progress [2]. Their development is driven by the
continuous efforts of communities made up of intelligent and educated individuals,
fostering an environment that attracts others with similar skills and knowledge. This creates
,»a virtuous circle making them smarter and smarter” [3]. Aspects related to smart cities
most often refer to improving the efficiency of city governance, infrastructure, business,
healthcare, mobility, environment, and education. The overarching goal is to enhance
citizens' quality of life within an environment characterized by sustainable economic
development, a process facilitated using smart technologies. Concerns have grown further
in the context of recent climate changes, which present serious causes for alarm. The
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current trend is the integration of cutting-edge technologies, such as the Internet of Things
(loT), big data, machine learning, fifth-generation (5G) networks, various robotic and
automated systems, electric vehicles, etc. [4, 5], with the aim of maximizing benefits and
enhancing the functionalities provided by existing technologies.

Smart cities have been analysed from various perspectives — social, economic,
technological, environmental, etc. — each of their dimensions holding significant
importance. However, their evolution is primarily driven by two fundamental components:
people and technology. These form the foundation for the development of all dimensions
of smart cities, namely smart economy, smart mobility, smart living, smart governance,
smart environment, and smart citizens.

From the perspective of education, smart people are of particular interest. This dimension
of smart cities refers to leveraging technology to empower individuals and communities
within cities, made possible through initiatives such as digital literacy programs, online
education platforms, and the promotion of inclusive and accessible technologies [6, 7]. In
this context, supported by local administrations and their fellow citizens, residents will
acquire the necessary skills to utilize all the facilities provided by digital technology in
smart cities, becoming more informed and empowered. According to [8], citizen
involvement in smart city development projects is essential for the sustainable growth of
cities, especially as creativity acts as a key driver [9]. This is facilitated through education,
continuous learning, and the accumulation of knowledge, all of which serve as foundational
pillars of smart cities.

In the context of the remarkable advancements of recent years, artificial intelligence (Al)
plays an essential and increasingly expanding role in the development of smart cities,
offering benefits across a wide range of fields such as finance, healthcare, security,
agriculture, education, logistics, utilities, tourism, and manufacturing. However, it also
presents numerous challenges and limitations, particularly related to technology, the
environment, and organizational aspects.

The rest of this paper is organized as follows: Section 2 reviews research related to the use
of Al in education. Section 3 identifies and analyses the main barriers to Al adoption in
smart cities, while Section 4 presents the primary challenges of adopting Al-based
technologies in education, along with solutions for addressing them. This section includes
an analysis of the opportunities offered by Al for the communities of smart cities. A
summary of the main findings and conclusions is provided in Section 5.

2. Artificial intelligence in education

Education has always played an essential role in the evolution of society, being both a right
and a moral obligation of citizens. Throughout history, it has undergone various changes.
The dynamics of the educational process have been significantly influenced by the
evolution of society, and in recent decades, notably by the development of ICT. At the same
time, it is evident that education has made progress possible. The relationship between them
is bidirectional. According to [10], until 1900, human knowledge doubled approximately
every century, while by the end of World War Il, it doubled every 25 years. Today, the rate
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of growth is even higher due to the 10T, big data, increased computing power, processing
speed, and data storage capacity. The educational system is the first to adapt to these
changes to meet the expectations of the business environment and society.

In recent decades, digital technologies have played an essential role in social and economic
life, driving fundamental changes in the way people think, live, work, and interact. The
development of Al, particularly through the achievements in machine and deep learning
witnessed in recent years, continues to generate a continuous dynamic across all
dimensions of human life. The idea of using Al in education has been around for
approximately 25 years, introduced in various forms and through diverse channels [11].
Al-based tools and applications, such as intelligent robots, assistive technology, intelligent
tutoring systems, and adaptive learning systems, are increasingly used in both formal and
informal education, from K-12 levels to universities. The most frequently cited benefit is
the ability to personalize the educational process to meet the individual learning needs of
each student. Research in this field is relatively extensive and addresses a wide range of
aspects. In formal education, [12] explored the potential of Al to enhance teacher
effectiveness and student engagement through the use of intelligent game-based learning
environments, tutoring systems, and intelligent narrative technologies. In informal
education, [13] analysed the possibility of using Al to educate citizens about public policies
and to develop a mechanism aimed at increasing efficiency in high-uncertainty
environments, fostering cross-sectoral collaboration in smart cities. [11] found, based on
an analysis of 45 articles related to the use of Al in education, that very few studies were
grounded in learning theories. Meanwhile, [8], without explicitly focusing on education,
highlighted the significant role of citizen involvement in implementing smart city projects
through digital co-creation. According to the authors, this approach involves active
participation and 360-degree communication, yielding positive effects on awareness, urban
strategy, and the development of long-term plans.

In another study, [14] reviews the literature and identifies three major paradigms related to
Al in education: Al-directed, Al-supported, and Al-empowered. The authors effectively
capture Al's role in addressing challenges related to teaching methods, clearly highlighting
the characteristics of each paradigm and the benefits brought by the shift in approach
regarding the use of Al-based technologies in education, made possible by technological
advancements.

The Al-directed paradigm, or learner-as-recipient, positions the student as a recipient of the
services provided by Al. In this approach, students follow predefined learning paths, adhere
to specific learning procedures, and perform actions determined by Al to achieve preset
objectives. While some advanced systems collect data about students to assess their levels
and needs, this paradigm remains the least student-centred. It does not fully adapt to the
individual needs of the student or the characteristics of the group.

The second paradigm, Al-supported, or learner-as-collaborator, involves collaboration
between the student and Al to optimize the learning process. The system collects
information about the student to tailor the learning process to their specific needs, marking
a significant step toward student-centred learning through mutual interaction and sustained
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collaboration [14, 15]. Data regarding students’ acquired knowledge must be updated in
real-time, given that both the state of the Al system and the students are dynamic. The
system provides immediate feedback to students, which they can use to make decisions and
improve the learning process.

The third paradigm identified by [14], referred to as Al-empowered or learner-as-leader,
positions the student as the leader of the learning process. In this case, Al serves merely as
a tool within a broader system comprising students, teachers, and other human actors who
collectively support the augmentation of human intelligence and potential [16, 17], while
ensuring transparency, accuracy, and interpretability [18]. In this approach, the goal of Al
is to enhance human creativity, reasoning, and productivity rather than to automate
processes. Al-driven education in the learner-as-leader paradigm must be interdisciplinary,
integrating pedagogical, social, cultural, technical, and ethical aspects [14], aligning with
human values and remaining student-centred. The student becomes the leader of their own
learning process, while the teacher benefits from personalized support provided by Al
systems to facilitate this journey.

Al is employed in various forms in education, such as teaching robots, learning analytics
dashboards, intelligent tutoring systems, adaptive learning systems, and human-computer
interactions [14]. These technologies serve a wide range of purposes, including identifying
individual learning styles, predicting dropout rates in online courses, managing student
retention, assessing student performance, analysing emotional states, forecasting behaviour
in game-based learning environments, and dynamically generating game levels to foster
progress and maintain engagement in the learning process [11].

Al brings significant benefits to education, most notably the ability to personalize the
learning process by analysing student performance, identifying weaknesses, and providing
tailored materials or training to meet individual needs [19]. Additionally, it facilitates the
creation of interactive learning materials, real-time assistance, and feedback, which can
encourage students to actively engage in the educational process. For instance, [20]
developed a machine learning-based framework to adapt learning content and deliver
personalized materials to different students. This approach ensures that each student
receives resources aligned with their interests, learning style, and capabilities. Moreover,
Al-based technologies are becoming increasingly accessible, paving the way for innovative
applications. Online platforms enable access to educational resources regardless of
geographic location. Virtual laboratories can also be created, simulating classroom-like
learning environments with the help of virtual and/or augmented reality.

3. Artificial intelligence in smart cities

A literature review conducted by [21] identifies eighteen barriers to the adoption of Al in
smart cities, which are grouped into three categories: technological, organizational, and
environmental (Table 1).
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Table 1. The barriers of adoption Al in smart cities
Category Barriers
Technological Privacy, cyber security, lack of Al explainability, disruptive nature,
singularity, decision-making, digital divide, complexity of understanding,
use and implementation, data quality and availability

Organizational Lack of financial resources, lack of infrastructure, limited skills of human
resources, employee resistance to change
Environmental Mass unemployment, public fears and non-trust, lack of legal framework,

negative impact on sustainability, negative impact on economic
development

Source: [21]

Privacy and cybersecurity are considered the most critical challenges, both in literature and
in practice. Developing real solutions in this regard requires more than just the existence
of robust ICT infrastructures. It necessitates the formulation of clear, widely adopted
security strategies that predict attacks and mitigate their potential negative effects. Smart
cities must be able to protect their citizens. In this context, establishing mechanisms to
ensure cybersecurity by defining a framework that guarantees compatibility between
human values and the use of Al is an essential part of the solution [22, 23]. The analysis of
impact and the establishment of mechanisms to protect citizens must precede the adoption
of Al. In this regard, a crucial role is played by leveraging the experience of different
governmental actors at the national, state, and local levels [21, 24]. A key advantage today
is the availability of successful models in this direction, including cities like Tokyo,
Singapore, Chicago, San Francisco, New York, Amsterdam, London, etc.

Al explainability is an important characteristic that significantly influences user
acceptance. Users need access to the entire decision-making process carried out by an Al-
based system. This must be clear and transparent. Understanding this process often requires
a high level of citizen education, which can only be achieved through systematic learning.
Individuals involved in the development of smart cities should be aware that Al
explainability is essential for building public trust in Al. Collaboration between educational
institutions, public administrations, and the private sector is necessary to raise public
awareness of Al, both for its acceptance and development. This collaboration is essential
to improving the quality of services that smart cities will offer to citizens and entrepreneurs.
According to [22], greater trust in Al systems could reduce inequalities by preventing
bribery, intimidation, and ensuring transparency, as long as the algorithms are open and
certified. However, the adoption of Al must not deepen digital divide and other social
inequities, as social inclusion is a fundamental characteristic of smart cities.

It is also essential to minimize the fear related to job displacement, and Al explainability
can help with this. Undoubtedly, Al will lead to shifts in the labour market. This fear has
always accompanied technological evolution since the Industrial Revolution. However,
history has shown that technological change has generally created jobs, although it has also
driven transformations in demand. Smart education can address this need by anticipating
changes and adapting student education to meet future labor market requirements, rather
than just the current ones. Some emerging roles in smart cities in the context of Al
development include: digital twin specialists (responsible for creating and maintaining the
data infrastructure, integrating urban data from various sources — e.g., hospitals, traffic,
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energy consumption —, incorporating predictive models and machine learning, and creating
scenarios to identify components that can and should be automated.), Al ethics officers
(responsible for developing and implementing ethical principles in Al development and
usage, monitoring the impact of Al decisions on urban communities, and promoting
transparency in Al-based decisions), urban ecosystems landscape architects (responsible
for designing intelligent and ecological infrastructure solutions for transport, energy
networks, waste management, environment, etc., creating strategies for environmental
protection, and optimizing resource consumption), smart cities project managers
(responsible for coordinating projects that ensure the integration of Al and loT technologies
into scalable solutions tailored to the needs of smart cities, collaborating with stakeholders
(governments, companies, citizens), and creating frameworks for implementation,
standards, and best practices for integrating technologies in smart cities). The mentioned
roles reflect how Al-driven smart cities intersect with education, offering new opportunities
for the training of specialists and engagement in fields that are expected to experience rapid
evolution. A study conducted by [25] identifies the following emerging jobs in smart cities:
smart city planner, smart city IT manager, and smart city officer. These roles were
identified through discussions with field experts and partners within the Erasmus+ project
Smart-DevOps. For each role, the authors identified the necessary skills, which are useful
in designing educational projects, whether referring to formal or informal education, short-
term training or lifelong learning. The authors identified 102 skills, grouped into four
categories: transversal (or soft) skills, generic IT skills, DevOps skills, and smart city-
specific skills. The results reveal that the most important skills for the mentioned roles are
social skills, project and process management, smart city context, policies, and operating
procedures, urban management, and strategic vision & strategy development. The most
valued specific knowledge strictly related to the ICT domain includes 10T, software
development, GIS technologies/spatial data analysis, and big data analytics.

4. Education in Al-driven smart cities

The literature extensively highlights the impact of modern digital technologies in smart
cities, particularly from the perspective of Al-based technologies [26, 27, 28]. However,
the digitization of cities requires the development of skills related to digital technologies,
which can be acquired through both formal and informal learning. In smart cities,
universities are the main providers of specialists in ICT and, implicitly, in Al. However, all
citizens should be the beneficiaries of knowledge on the developing topic of Al
Consequently, there is a need for at least widespread familiarity with the basics of Al: how
to interact with it, how to leverage its functionalities and benefits, and the boundaries that
should be set from an ethical perspective. Public administrations must support both the
understanding of risks and the development of trust in Al. The lack of education and
resources sets a significant challenge and limitation to Al adoption, restricting access for
individuals, small organizations, or less affluent communities. Additionally, it is important
for public administrations to simultaneously manage Al adoption and its impact on
workforce displacement [22], as mentioned in the previous section. In this spirit, [29]
analysed labour market demand for three categories of skills — human, business and digital
— published in job advertisements from eight U.S. smart cities with populations exceeding
600,000. Their study findings reveal that the most in-demand skill in smart cities is
communication (featured in 40% of job postings), followed by collaboration (21%), critical
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thinking (21%), and analytical skills (17%). At the same time, 94% of job postings
requiring new foundational skills are in the field of information technology, followed by
analysis (91%) and science and research (91%). Regarding digital skills, data management
and software development remain highly desired competencies. In the business enable
category, business process management and project management dominate demand.
Furthermore, creativity stands out as one of the most highly valued skills in smart cities,
underscoring that concerns about widespread job loss due to Al development may be
overstated.

In the context of the changes brought about by the development of smart cities on one hand
and the increasing performance and impact of Al on the other, it is essential to adapt the
education system to support and capitalize on the transition to smart cities. This does not
imply an exclusive focus on training specialists in the ICT field, as highlighted by the
previously mentioned study, particularly given that a significant number of tasks are being
taken over by Al. This requires the development of creativity, critical thinking, and holistic
approaches. Furthermore, fostering adaptability is essential, as the ability to respond
promptly to economic and social changes is a prerequisite for adjusting to the dynamic
living conditions in smart cities. In this context, the education system must ensure the
development of transversal competencies such as critical and innovative thinking, complex
problem-solving, information literacy, global citizenship, etc. Table 2 outlines several
challenges posed by Al in smart cities from an educational perspective.

Table 2. Challenges and solutions for Al integration in education within smart cities
Challenge Solutions
Competences Adapting the curriculum to develop transversal competencies (critical
thinking, complex problem-solving).
Incorporating concepts such as Al, 10T, and big data into school curricula from
the early stages of the educational process.
Creating adaptive platforms that provide personalized lessons based on the
student's profile, knowledge, skills, and capabilities.
Developing interdisciplinary themes that integrate as many dimensions of
smart cities as possible.
Inequal access to Investments by local administrations or in public-private partnerships in ICT
technology infrastructure and services.
Facilitating access to learning platforms for disadvantaged groups, such as
children from underprivileged families.
Involving community members in mentorship projects aimed at individuals
less familiar with technology.
Creating learning platforms that require minimal technical resources.
Excessive reliance on Integrating technology as a support, not a replacement, for both teachers and
technology students.
Supporting the development of socio-emotional intelligence in both formal
and informal settings.
Encouraging offline activities that create a balance between the use of
technology and onsite education.
Ethical considerations  Educating students to distinguish between cheating and the use of Al
technologies for enhancing knowledge.
Creating assessment methods that include the use of Al.
Using generative Al as a teaching tool in the classroom by designing Al-
enhanced learning experiences.
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Actively involving students in the learning process by using Al as an assistant
in completing tasks they are required to solve.
Large amounts of data  Engaging the academic community by using Al in the classroom, even in the
required to train absence of well-defined rules and frameworks, to contribute to their
systems formulation.
Encouraging students to use Al technologies in their training programs.
Establishing public-private partnerships to obtain the necessary funds to
support Al-based system development programs.
Source: authors

The use of Al in education offers a range of opportunities for users, communities within
smart cities, and for smart cities as a whole. Teachers in schools and universities can utilize
Al-based technologies to support the learning process and interaction with students. At the
same time, teachers have the opportunity to eliminate certain repetitive and routine tasks,
becoming more prompt in providing feedback to students and stimulating an adaptive and
personalized teaching process [30], as each individual has their own learning style
determined by intelligence, skills, experience, personality traits, interests, etc. As a result,
creating courses tailored to the profile of each individual can be highly beneficial. Al
should become a partner in education that stimulates creativity and critical thinking, and if
a task can be fully completed by Al, it is likely not challenging enough to foster deep
(human) learning [31].

In the same context of adapting the educational process to technological and behavioural
changes, the use of gamification has become important in education. Gamification is the
application of game design elements to non-game activities such as education, business,
health, in-service training, organizational management, social policy, etc. [32, 33]. It
stimulates engagement, motivation, a positive attitude, active participation, collaboration,
and potential behavioural changes [34]. Considering the massive investments in Al made
by the e-gaming industry to increase their popularity and attractiveness, the use of Al in
education by gamification becomes natural.

In smart cities, Al in education can provide real-time assistance and feedback, helping
citizens in both formal and informal educational settings to better understand the areas
where they need improvement. Al offers quick access to a synthesis of information relevant
to the user. Currently, the volume of information available online is vast and poorly
organized. As a result, accurately identifying the information a user needs at any given
moment have become challenging. Searching for this information has become highly time-
consuming. It involves going through many resources, often inconsistent or irrelevant to
the intended purpose. Al has the capacity to process vast amounts of information,
synthesize it, and provide students with the information they need in real time, giving them
more time to use it creatively rather than spending it on the search itself. However, it
remains essential for students to validate the information obtained and transform it into
their own knowledge. There are still many concerns about the accuracy and consistency of
information generated, especially in the context of the growing popularity of tools that
utilize generative Al, such as ChatGPT, Gemini, Copilot, Jasper, Grammarly, etc.
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Another aspect that should be mentioned is that the use of Al is often associated with
distance learning. This is neither the goal nor the approach. Teachers must adopt Al-based
technologies in the classroom. The concept of a smart classroom reflects the technological
advancements integrated into educational spaces, involving the use of ICT tools such as
mobile technologies, automated communication and learning tools, video projectors,
cameras, sensors, facial recognition software, etc. [35]. These technologies are employed
in the classroom to stimulate attention, performance, creativity, intelligence, and critical
thinking in students. To achieve this, the curriculum must include Al and digital literacy
from the early stages of the educational process. The Education 4.0 framework [36]
suggests that the educational system must assimilate these technologies and focus on
leveraging them to develop skills required by the labour market, such as creativity,
leadership, problem-solving, critical thinking, etc.

In smart cities, there is still a digital skills gap among various user categories, who, at the
same time, are significantly exposed to technology. The integration of Al into the
educational system, through traditional or innovative methods, as well as into daily life,
can enhance users' preparedness by providing targeted information or by familiarizing them
with the context and allowing them to deepen their understanding later, as appropriate. The
creation of personalized content, another feature offered by Al, plays an important role in
this regard. Customizable interfaces are particularly valuable given the diverse intellectual
and physical abilities of students. According to studies, students who received individual
guidance surpassed their peers in traditional classrooms in 98% of cases [37].

Career guidance is an area where Al can provide important information, especially in a
digitalized environment such as smart cities, by identifying interests, passions, talents, and
offering tailored recommendations to each user, maximizing their professional
development potential. According to [19], the system can facilitate the exploration of
personalized career paths based on the experiences of human professionals, with the lessons
learned being used for career counselling activities.

Al-based education in smart cities (and beyond) must be inclusive and equitable, support
the training of teachers for Al-assisted education, and incorporate inclusive systems for
data collection and utilization. At both regional and global levels, there are numerous
concerns regarding the adoption of Al in education. For example, at the European Union
level, three directions have been outlined for maximizing the use of Al in education:
learner-supporting Al, teacher-supporting Al, and institution-supporting Al [19, 38]. The
World Economic Forum has outlined four key strategies for Education 4.0, aimed at
“unlock the transformative potential of these technologies to enhance learning outcomes
(...) generating high-quality insights and tools, engaging influential education leaders,
mobilizing the global education industry, and accelerating robust national public-private
partnerships” [36]. The same organization highlights the importance of both dimensions of
Al use in education: “teaching about Al is equally crucial to teaching with AT” [39], as well
as the importance (and necessity) of lifelong and student-driven learning, accessible and
inclusive learning, problem-based and collaborative learning, and personalized and self-
paced learning. These initiatives aim to encourage the adoption of Al in education to
prepare graduates to respond appropriately to ethical challenges, use technology
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responsibly, understand its limits and biases, acquire critical digital literacy, recognize Al,
and be aware of the social implications of its use.

3. Conclusions

This paper discusses the challenges and opportunities presented by Al-based technologies
in the context of smart city development. Digital transformation has a significant impact
on the educational process. The curriculum in schools and universities must be adapted to
the ever-changing informational demands. Moreover, schools are preparing specialists for
a labour market that is characterized by a certain degree of uncertainty. Today’s students
will face expectations from companies that these companies cannot yet precisely define.
As a result, the educational process must be open to change, critically assimilating
technological advancements that, in recent years, have been centred around Al.

Early familiarization with the benefits and risks associated with the use of Al is important.
In the context of developing ultra-digitalized smart cities, acquiring knowledge in this field
at an early stage is even more crucial. It can make the difference between integration and
exclusion. The outcome must be reflected in the sustainable economic, social, and
environmental development of smart cities. Certainly, the use of Al brings numerous
benefits such as personalized education tailored to the knowledge and needs of the
recipient, global access to educational resources, the development of emerging careers, and
sustainable education. However, challenges in adopting Al are evident, such as the need to
quickly adapt curricula, unequal access to technology, excessive reliance on technology,
ethical or privacy concerns, the identification and preparation for future competencies and
emerging roles, and the difficulty of training systems.

To be used optimally and to their full potential, Al must be integrated into all dimensions
— pedagogical, cultural, economic, and social — through established, tested, and validated
educational theories. They must support inclusive and equitable education, principles that
are fundamental to the development of smart cities.
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