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Abstract: 
The swift progress of artificial intelligence is fundamentally reshaping the cybersecurity environment, acting 

as a two-sided sword that empowers both defenders and adversaries. In 2025–2026, the United States alone 

reported over 3,300 data breaches, affecting hundreds of millions of individuals and resulting in considerable 

financial losses. Notable incidents, such as the PowerSchool breach affecting roughly 62 million students and 

teachers, AT&T data exposures, and major telecom incidents in Europe (e.g., Free in France and Dido in the 

Netherlands), highlight the growing risks to personal data security. This presentation studies the intersection of 

AI in cybersecurity, cyber management, and information sabotage. While AI strengthens defensive capabilities 

— including automated hazard detection and vulnerability remediation — it similarly amplifies offensive 

tactics such as hyper-personalized phishing, adaptive malware, deepfake-driven social engineering, and 

automated exploit chaining. At the same time, information sabotage and fake news have become powerful 

hybrid threats, often spread through botnets, deepfakes, and compromised media channels, weakening public 

trust, influencing elections, and enabling corporate espionage or financial fraud. From a cyber management 

perspective, organizations need integrated strategies covering risk assessment, incident response, and supply 

chain security. Regulatory compliance makes the picture more complex, with frameworks such as the EU’s 

NIS2 Directive (including its 2026 amendments), GDPR, and the Cyber Resilience Act requiring timely 

incident reporting, strong risk management, and certification. Failure to comply can lead to heavy fines and 

brand damage, whereas effective adherence offers a competitive edge. 
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1. Introduction 
Artificial Intelligence (AI) has emerged as one the of the most transformative current 

technologies with profound implications for cybersecurity. As countries/organizations 

adopt AI for efficiency and innovation, cybercriminals leverage the same tools to scale 

their attacks. This dual-use nature creates a complex threat landscape where traditional 

defenses struggle to keep pace [28]. Virtosu emphasizes this duality in her analysis, noting 

that while AI significantly advances threat detection, risk assessment, and automated 

response, malicious actors exploit the same technologies for adaptive malware, automated 

vulnerability exploitation, advanced pishing, and deepfake-based social engineering.  
 
During the 2025-2026 reporting cycles, data breaches reached high level globally. 

According to IBM’s Cost of a Data Breach Report 2025, the global average cost of a data 

breach stood at USD 4.44 million [2], with Europe experiencing significant impacts, 

particularly in finance, public administration, and critical infrastructure sectors. In Eastern 

Europe, including Azerbaijan, the situation is compounded by hybrid threats and the rapid 

digitalization of critical infrastructure. Particularly in the South Caucasus countries the 

acceleration of smart city initiatives, smart governance platforms, intelligent transportation 
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etc. expands the digital attack surface, making robust cybersecurity essential for national 

resilience and alignment with EU standards through Eastern Partnership framework.  
 
This article examines the intersection of AI in cybersecurity, cyber management, and 

information sabotage, with a particular focus on implications for smart cities and regional 

development in contexts like Eastern Partnership region.  
 
2. AI-powered autonomous security 
As networks scale exponentially through Internet of Things (IoT) ecosystems, cloud-native 

deployments, and total volume of telemetry data surpasses human cognitive capacity. 

Traditional security operations centers are heavily constrained by alert, static signature-

matching engines, and delayed patch management lifecycles. Within this context, 

according to Boce&Kanush, AI serves as an indispensable infrastructural shield [3]. Cyber 

threats are no longer isolated events. Modern attacks are automated, multi-stage, AI-

powered, while traditional cybersecurity models – built around manual monitoring, and 

delayed responses [4].  
 
Modern day AI-driven defence leverages deep neural networks, continuous unsupervised 

anomaly detection, and reinforcement learning paradigms to maintain perimeter security. 

Instead of looking for known, pre-registered malicious signatures, AI systems map 

baselines of standard organizational behaviour – evaluating normal user behavior analytics, 

device telemetry, and internal data flows (see Figure 1).  

 

   
Figure 1. Comparative workflow analysis between statis rules engines and continuous AI-driven anomaly 

detection architectures during zero-day exploit events.  
 
This structural shift transforms security architectures in two primary ways: 
 

1) Automated hazard detection and threat hunting: by evaluating millions of 

concurrent network events per second, AI security system can detect micro-

anomalies such as lateral asset movements or unusual executions – that indicate an 

active zero-day exploit or advanced persistent threat (APT) payload [5];  
 

2) Vulnerability remedation autonomous playbooks – once a vector is identified, AI-

driven Security Orchestration, Automation and Response (SOAR) platforms 

execute micro-segmentation, quarantine compromised containers, and generate 

dynamic code patches autonomously. This reduces the mean time to remedation 

from days to millseconds, disrupting the attacker`s operational timeline before 

lateral movement occurs [3].  
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3. Modern-day cyber arms race: AI-driven offensive tactics 
The very same AI capabilities that empower enterprise defenders are increasingly being 

weaponized by threat actors. This has triggered a relentless technical arms race, where 

defenders must constantly evolve to counter ever-more automated and intelligent attack 

tools [6]. At the same time, AI is lowering the barrier for less sophisticated attackers while 

dramatically enhancing the speed, scale and stealth of advanced nation-state operations (see 

Figure 2). 
 

 
 
 

   
Figure 2. Tactical matrix of the artificial intelligence cybersecurity arms race, mapping enterprise defensive 

capabilities against corresponding adversarial offensive vectors. 
 
3.1. Hyper-personalized social engineering.  
Generative AI and Large Language Models (LLMs) have entirely eliminated the traditional 

indicators of pishing such as poor syntax, broken translations etc. Malicious actors utilize 

automated LLM pipelines toi scrape ope-source intelligence from corporate directories, 

professional networks, and social media platforms. The result is automated, zero-cost 

generation of hyper-personalized pishing. Generative video and voice synthesis 

(deepfakes) allow attackers to execute highly convincing multi-channel social engineering 

schemes, impersonating corporate executives to bypass standard internal authorization 

protocols.    
 
This weaponization of deepfakes becomes exceptionally potent when deployed within 

Eastern Europe and rapidly developing, newly digitalized regions. In these regions, the 

pace of technological adoption and state-sponsored digitalization often outspaces the 

development of widespread societal cyber-literacy and robust institutional verification 
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infrastructure. Threat actors exploit this transition gap by tailoring highly localized 

deepfake operations. In Azerbaijan, for example, cybercriminals have increasingly 

engineered malicious campaigns using AI-generated deepfake audio and video to 

impersonate heads of state, prominent public officials, or banking executives. A notable 

incident involved deepfake video statements falsely attributed to the President of 

Azerbaijan, distributed across major social platforms like Facebook. These synthetic 

broadcasts were systematically designed to mislead public opinion, present fake investment 

schemes, and harvest citizens` highly sensitive personal and financial data [7].    
 
Because these societies are actively transitioning to digital-first banking and governance 

ecosystems, public trust in official digital channels is high, yet the capacity to distinguish 

a hyper-realistic synthetic broadcast from an authentic state announcement remains limited. 

Consequently, in newly digitalized markets, deepfakes transcend basic financial fraud; they 

present a critical threat no national security, public data integrity, and institutional stability.  
 
3.2. Adaptive and polymorphic malware.  
Traditional anti-malware solutions depend on specific runtime behavior rules. Machine 

learning wrappers can dynamically modify an executable`s code structure, cryptographic 

signatures, and memory allocation patterns mid-transit, rendering the malware 

polymorphic. The payload remains inert when detecting a sandbox environment, activating 

only upon reaching its primary target network [6]. 
 
3.3. Automated exploit chaining.  
Automated exploit chaining refers to the technique where multiple vulnerabilities are 

sequentially linked together to achieve a greater level of compromise that a single 

vulnerability could not accomplish alone. Traditionally a complex and time-consuming 

process requiring deep expertise, this technique has been transforme by artificial 

intelligence. AI-powered systems can now autonomously scan environments, identify 

compatible vulnerabilities, and generate sophisticated multi-step attack paths at machine 

speed [8]. Using AI planning techniques and large language models, attackers can rapidly 

combine low-severity flaws – for example, a minor web vulnerability with a privilege 

escalation bug – into full remote code execution or domain-wide compromise. Notable 

frameworks such as ChainReactor and ALFA-Chains demonstrate how AI can 

systematically discover and construct these exploit chains [8]. 
 
This capability dramatically accelerates the cyber kill chain, allowing even less skilled 

threat actors to execute advanced persistent threat level operation. In smart city 

environments, automated exploit chaining poses a severe risk to interconnected IoT and 

cyber-physical systems, where compromising one device can cascade into traffic control 

failures, power grid disruptions, or surveillance system takeovers. As AI continues ot 

evolve, defensive strategies must shift toward proactive detection of potential attack chains 

rather than isolated vulnerabilities. 
 
4. Hybrid threats and information sabotage.   
Beyond traditional data exfiltration and ransomware models, the intersection of AI and 

assymetric warfare has catalyzed a massive surge in information sabotage. Disinformation, 
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corporate espionage, and psychological operations have evolved into highly accessible, 

higly industrialized digital threats [28] (see Figure 3). 
 
 

 
 
 
 
 
Figure 3. Conceptual pipeline of systemic information sabotage, illustrating how generative synthetic media 

scales through automated botnets to erode institutional trust. 
 
The industrialization of information sabotage relies on three core pillars: 
 

→ Industrialized disinformation ecosystems: Threat actors deploy automated 

generative AI pipelines to write, format, and publish fake news, synthetic evidence, 

and highly misleading financial statements across hundreds of web domains 

simultaneously; 
 

→ Autonomous Botnet Orchestration: AI-driven botnets manage these distribution 

vectors, mimicking organic human engagement patterns, bypassing platform 

moderation algorithms, and artificially amplifying divisive content. 
 

→ Economic and democratic destabilization: These hybrid operations are designed to 

systematically degrade institutional trust. In the corporate sector, synthetic media 

attacks targeting executive reputations or fabricated product failures cause severe 

stock volatility and enable predatory corporate espionage. On a nation-state scale, 

these coordinated campaigns are strategically deployed to influence democratic 

elections, skew public discourse, and disrupt critical societal cohesion. 
 
5. Cyber management: integrated corporate strategies.  
Beyond traditional cybercrime models focused primarily on data exfiltration and 

ransomware, the convergence of artificial intelligence and asymmetric warfare has 

significantly transformed the nature of modern digital threats. Information sabotage has 

evolved into a highly scalable and industrialized phenomenon, where disinformation 

campaigns, corporate espionage, psychological operations, and synthetic media attacks can 

be deployed with unprecedented speed and precision. AI-powered systems enable threat 

actors to automate the creation of persuasive fake narratives, manipulate public perception 

through deepfake audio and video, and coordinate large-scale influence operations across 

social media ecosystems. These hybrid threats no longer target only technical 

infrastructure; they increasingly aim to erode institutional trust, destabilize democratic 

processes, disrupt financial markets, and exploit societal polarization for geopolitical or 

economic advantage [9], [10]. To defend against AI-driven threats, enterprises must 

implement three core management strategies (see Figure 4): 
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Figure 4. The three core cyber management strategies required by modern enterprises to defend against AI-

driven threats.  
 
5.1. Continuous Risk Assessment and Threat Modeling 
Static, annual risk audits are obsolete. Corporate assets must undergo continuous automated 

threat modeling. Management must treat all systems—internal and external—with equal 

skepticism. By implementing strict Zero-Trust Network Architecture (ZTNA), identity 

verification, continuous authentication, and granular micro-segmentation are required at 

every level of data access. 
 
5.2. Dynamic Incident Response Playbooks 
When AI-driven attacks occur, human-in-the-loop dependencies must be minimized where 

necessary, yet governed closely. Incident response frameworks must be heavily integrated 

with automated playbooks capable of instant data isolation. Management must conduct 

routine tabletop simulations that integrate AI-driven attack vectors, ensuring team 

resilience against deepfakes, synthetic corporate documentation, and multi-tier 

infrastructure compromises. 
 
5.3. End-to-End Supply Chain Security 
As demonstrated by the PowerSchool incident, software vendors, third-party APIs, and 

downstream suppliers frequently serve as weak points for major enterprise breaches. 

Modern cyber management demands thorough verification of the entire software supply 

chain. Organizations must require continuous Software Bill of Materials (SBOM) audits, 

ensuring that third-party vendors adhere to strict security standards and routinely patch 

underlying components against AI-driven automated exploit engines. 
 
This phenomenon is exceptionally dangerous in Eastern Europe and rapidly developing, 

newly digitalized markets such as Azerbaijan, where state-led digital infrastructure rollouts 
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frequently move faster than the development of public cybersecurity awareness. In these 

expanding digital ecosystems, threat actors exploit high public reliance on digital networks 

by engineering localized, targeted hybrid campaigns [11]. 
 
Because these developing digital landscapes rely heavily on online spaces for information, 

the weaponization of AI abuses, fake news, and deepfakes presents a direct risk to national 

security and international stability [12]. In response to this threat landscape, Azerbaijan 

enacted sweeping amendments to its Criminal Code, Media Law, and Information 

Protection legislation, establishing strict penalties and mandatory labeling for AI-generated 

synthetic content. This legal shift highlights that in modern asymmetric warfare, 

information sabotage is no longer just a technical annoyance—it is a frontline threat to 

sovereign integrity and corporate compliance [13]. 
 
6. The regulatory landscape: Compliance as a competitive edge. 
The explosive rise in data breaches throughout 2025–2026 has led to rigorous regulatory 

intervention worldwide. Navigating compliance is no longer a check-box exercise; it is a 

complex legal requirement that heavily impacts corporate viability and market positioning. 
 
The European Union has established the global baseline for cybersecurity regulation 

through a multi-layered framework designed to enforce systemic accountability. This 

regulatory structure, previously conceptualized as a flow architecture, is detailed 

systematically in the table below (see Table 1). 
 
Table 1. EU Regulatory Compliance Framework.  

Regulatory Pillar Core Mandate & Scope Enforcement Measures & 

Key Requirements 

 
Financial Penalties & 

Operational Risks 
NIS2 Directive 

(Including 2026 

Amendments) 

[14] 

Imposes strict security 

management mandates 

across essential and 

important infrastructure 

entities. 

Mandatory initial incident 

warning within 24 hours of 

detection. 
Verification of the resilience 

of automated, AI-driven 

defensive networks to secure 

critical peripheries. 

Up to €10 million or 2% of 

total worldwide annual 

turnover; severe brand 

damage and structural loss of 

market access. 

General Data 

Protection 

Regulation 

(GDPR) [15] 

Enforces data privacy 

rights and the absolute 

protection of personally 

identifiable information 

(PII) against evolving 

digital compromises. 

Mandatory implementation 

of appropriate technical and 

organizational security 

measures. Evolution of 

corporate culture to handle 

secure data processing 

lifecycle. 

Up to €20 million or 4% of 

global annual turnover, 

alongside crippling litigation 

costs and erosion of trust. 

Cyber Resilience 

Act [16] 
Establishes mandatory 

cybersecurity 

requirements for all 

products with digital 

elements throughout their 

entire operational 

lifecycle to prevent 

automated exploitation. 

Enforces secure hardware 

and software product design 

from inception. Continuous 

vulnerability monitoring and 

transparent patch delivery to 

counter adversarial attacks. 

Substantial administrative 

fines, product recall mandates, 

and immediate market 

distribution bans for non-

compliant software supply 

chains. 
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The European Union has established the global baseline for cybersecurity regulation 

through a multi-layered framework designed to enforce systemic accountability: 
 

→ The NIS2 Directive (and 2026 Amendments): This directive imposes strict security 

management mandates across essential and important entities. Organizations face 

rigid requirements for incident reporting, obligating them to issue an initial 

warning within 24 hours of detecting a breach. The 2026 amendments specifically 

account for AI vulnerabilities, requiring companies to verify the resilience of their 

automated defensive networks [14]; 
 

→ The General Data Protection Regulation (GDPR): GDPR continues to strictly 

enforce data privacy rights, levying significant financial penalties on companies 

that fail to implement appropriate technical and organizational measures to 

safeguard user data ) [15]; 
 

→ The Cyber Resilience Act (CRA): The CRA establishes direct, mandatory 

cybersecurity requirements for all products with digital elements throughout their 

entire lifecycle. Hardware manufacturers and software developers must ensure 

secure product design, continuous vulnerability monitoring, and transparent patch 

delivery [16].  
 
Non-compliance carries severe consequences, including massive financial penalties—up 

to €10 million or 2% of total worldwide annual turnover—and crippling brand damage. 

Conversely, forward-thinking organizations treat compliance as a competitive 

differentiator. Demonstrating alignment with NIS2 and the CRA reassures enterprise 

clients, reduces cyber insurance premiums, and builds deep institutional trust, transforming 

regulatory compliance into a distinct market advantage. 
 
7. Conclusion.  
The 2025–2026 cybersecurity landscape confirms that artificial intelligence is an 

unavoidable reality defining the future of digital defense and offense. It operates as a 

powerful double-edged sword: while it grants defenders the tools to automate anomaly 

detection and accelerate vulnerability remediation, it simultaneously provides adversaries 

with the means to scale hyper-personalized phishing, engineer polymorphic malware, and 

execute high-impact information sabotage. As demonstrated throughout this article, the 

industrialization of machine learning tools by malicious actors has structurally altered the 

global threat perimeter.   
 
This paradigm shift presents unique systemic risks for Eastern Europe and the South 

Caucasus, particularly within rapidly digitalizing, transitioning economies like Azerbaijan. 

As these nations aggressively deploy smart governance, intelligent transportation systems, 

and cloud-native infrastructure through regional integration initiatives such as the Eastern 

Partnership, their digital attack surfaces expand exponentially. In these contexts, AI-driven 

threats transcend simple data exfiltration and corporate espionage. When deployed against 
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emerging digital landscapes with developing societal cyber-literacy, tactics like deepfake 

social engineering and automated exploit chaining present direct threats to national 

security, public data integrity, and institutional trust. The targeted synthetic media 

campaigns observed in Azerbaijan underscore that asymmetric information sabotage is 

now a frontline mechanism for destabilization.   
 
In today’s fast-changing digital landscape, neither organizations nor governments can rely 

solely on outdated security systems. Success requires a more comprehensive approach — 

one that combines powerful AI-driven defenses with strong cyber management practices, 

a culture of awareness, and careful oversight of the entire supply chain. 
 
Azerbaijan’s recent updates to its Media Law and Criminal Code on synthetic content 

demonstrate how regulatory frameworks must evolve alongside technology. By aligning 

national standards with leading international frameworks such as the EU’s NIS2 Directive 

and the Cyber Resilience Act, countries in transition can turn compliance into a genuine 

strategic advantage. 
 
Ultimately, addressing the dual nature of AI demands sustained commitment. Only through 

continuous investment in resilient systems can we effectively protect critical infrastructure, 

reduce emerging risks, and maintain public trust in the digital era. 
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